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s

changes in property inheritance systems as key elements in the formation of the traditional family
model. The paper also highlights the philosophical views of ancient thinkers on marriage and
family, their role in the functioning of the state and society, and interpretations of gender roles
within family relations. Historical features of the development of family structures in Ukrainian
society are considered, including the influence of Christian traditions, customary law, and socio-
economic transformations on the evolution of family life. Particular emphasis is placed on the
changes that occurred in the twentieth and twenty-first centuries under the influence of
industrialization, urbanization, social reforms, the sexual revolution, and broader processes of
social modernization. The study concludes that the modern institution of marriage is undergoing
significant transformation, reflected in changes in values, roles, and models of family life. It
emphasizes the importance of further research into the historical foundations of family
development in order to better understand contemporary processes in the marital and family
sphere and to develop new approaches to analyzing the family as an important social institution.
Keywords: marriage, family, historiography, evolution of marital relations, patriarchal family,
nuclear family, gender roles, social transformations.
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THE EVOLUTION OF DIGITAL PRIVACY
RIGHTS IN COMMON LAW
JURISDICTIONS. A COMPARATIVE
ANALYSIS OF UK AND UKRAINIAN
APPROACHES TO PERSONAL DATA
PROTECTION POST-2020

Mykola Sverhun
Master's Degree
National University of Technologies and Design, Ukraine

Natalya Liubymova
Senior Lecturer
National University of Technologies and Design, Ukraine

Summary. This paper examines the evolution of digital privacy rights and personal data protection
frameworks in the United Kingdom and Ukraine following significant legal developments post-
2020. The research analyses the divergent path taken by the UK after Brexit on 31 january 2020,
with the implementation of the UK GDPR on 1 January 2021 and subsequent Data (Use and Access)
Act 2025, alongside Ukraine's progressive alignment with European Union data protection
standards whilst maintaining its distinct legal framework. Through comparative legal analysis, this
study identifies key similarities and differences in approach, implementation mechanisms, and
enforcement practices. The findings demonstrate that whilst both jurisdictions share fundamental
principles of data protection derived from international standards and the European Convention
on Human Rights, their implementation strategies reflect distinct legal traditions and geopolitical
contexts shaped by Brexit and European integration respectively. The paper examines enforcement
actions including the £20 million British Airways fine and £18.4 million Marriott International
penalty, contrasting these with Ukraine's current maximum penalty of 34,000 hryvnias
(approximately $820 USD) [20]. The research contributes to understanding how different legal
systems adapt international data protection standards to their specific constitutional and
regulatory environments, whilst navigating the complex balance between privacy protection,
economic innovation, and international data flows.

Keywords: digital privacy rights, personal data protection, UK GDPR, Ukrainian data protection law,
comparative legal analysis, Brexit legislation, European integration, Data (Use and Access) Act
2025, enforcement mechanisms, international data transfers.

Introduction
The landscape of digital privacy rights has undergone fundamental
transformation since 2020, with unprecedented challenges emerging from the

All rights reserved | Creative Commons Attribution-ShareAlike 4.0 International License 2026


https://doi.org/10.36074/grail-of-science.06.03.2026.056
https://orcid.org/0009-0000-0263-3272
https://orcid.org/0009-0000-3719-6893

MiXXHapOAHWI HayKOBUIA XypHan «paanb Hayk» | Ne 63 (bepeseHb, 2026)
ISSN 2710-3056

COVID-19 pandemic, Brexit, and rapid digitalisation across all sectors of society [1].
These converging forces have created what scholars term a "perfect storm" for data
protection law, requiring jurisdictions worldwide to reconsider the balance between
individual privacy rights, public health imperatives, economic innovation, and
national security concerns.

The United Kingdom's withdrawal from the European Union on 31 January
2020 marked a pivotal moment for data protection law, initiating a transition period
that concluded on 31 December 2020 [2]. During this eleven-month transition, the
UK technically remained outside the EU politically whilst continuing to follow EU law,
including the EU General Data Protection Regulation. From 1 January 2021, the UK
GDPR came into force as domestic legislation, created through the Data Protection,
Privacy and Electronic Communications (Amendments etc.) (EU Exit) Regulations
2020, which amended the EU GDPR to function in a UK context by replacing
references to "the Union" with "the United Kingdom" and transferring regulatory
powers from European to British institutions [2].

The European Commission's adequacy decision, granted on 28 June 2021,
represented a critical juncture in UK-EU data relations [3]. This decision, adopted
with only two days to spare before the Brexit transition arrangement for data
protection expired on 30 June 2021, confirmed that the UK offers a level of data
protection essentially equivalent to that in the EU under the GDPR. However, the
decision contains a "sunset clause" limiting its validity to four years, requiring renewal
by June 2025. This temporary nature reflects ongoing concerns about potential UK
regulatory divergence from EU standards and creates uncertainty for businesses
relying on seamless cross-border data flows.

This comparative study examines how the UK and Ukraine have developed
their data protection regimes post-2020, focusing on legislative frameworks,
enforcement mechanisms, practical implementation, and future trajectories. The UK
has pursued regulatory autonomy through the Data Protection Act 2018 [4] and the
recent Data (Use and Access), Act 2025, which received Royal Assent on 19 June 2025
and introduces significant reforms to UK GDPR aimed at reducing regulatory burden
whilst maintaining high protection standards [19]. These reforms represent the most
substantial changes to UK data protection law since Brexit and signal the
government's intention to create a distinctively British approach to data regulation.

Meanwhile, Ukraine continues its legislative alignment with EU standards
through draft Law Ne 8153 on harmonisation with GDPR, submitted to Parliament in
October 2022 and passed first reading on 20 November 2024 [21]. This draft law
proposes transformative changes to Ukraine's data protection regime, including
maximum fines up to 150 million hryvnias or 8% of annual turnover for legal entities
- representing a potential 4,400-fold increase compared to current penalties [21].
The legislation's progress has been complicated by ongoing war circumstances,
limited institutional capacity, and the need to balance European integration
commitments with immediate national priorities.

The comparative analysis presented in this paper reveals fundamental
differences in how common law and civil law traditions approach data protection,
how Brexit and European integration shape regulatory choices, and how
enforcement capacity affects the practical realisation of data protection rights. By
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examining these two jurisdictions at critical junctures in their regulatory
development, this research contributes to broader understanding of data protection
law's evolution in an increasingly interconnected yet fragmented global digital
economy.

Literature Review and Theoretical Framework

The theoretical foundation of privacy rights traces back to Samuel Warren and
Louis Brandeis' seminal 1890 article "The Right to Privacy," published in the Harvard
Law Review [5]. Writing in response to the perceived threats to privacy posed by
newspaper gossip and emerging photographic technologies, Warren and Brandeis
articulated privacy as "the right to be left alone" and argued for legal recognition of
an individual's right to control information about themselves. This conceptual
framework, revolutionary for its time, established privacy as both an individual right
deserving legal protection and a social value essential for human dignity and
democratic society.

Warren and Brandeis' formulation influenced privacy law development across
common law jurisdictions, though their concept focused primarily on protection
against intrusion and publicity rather than the informational processing challenges
of the digital age. The article's enduring influence stems from its recognition that
technological change requires corresponding legal evolution - a principle that
remains central to contemporary data protection debates as artificial intelligence,
biometric surveillance, and ubiquitous data collection create new threats to privacy
unimaginable in 1890.

Evolution from Privacy to Data Protection

Contemporary data protection scholarship recognises the distinct nature of
data protection from traditional privacy concepts. While privacy protects against
intrusion into personal space and unwanted publicity, data protection establishes
rules for lawful processing of personal information regardless of whether such
processing constitutes a privacy intrusion in the traditional sense. This distinction
becomes particularly relevant in comparative analysis, where different legal
traditions interpret these concepts through their constitutional frameworks and
historical experiences.

The European approach to data protection evolved from several sources: the
Universal Declaration of Human Rights (1948), the European Convention on Human
Rights (1950), concerns about data processing under authoritarian regimes during
World War II, and the recognition that transnational data flows required harmonised
regulation. The Council of Europe Convention 108 (1981) represented the first
binding international instrument on data protection, establishing principles that
would later inform the EU Data Protection Directive (1995) and ultimately the GDPR
(2016) [15].

The GDPR marked a paradigm shift by recognising data protection as a
fundamental right rather than merely a regulatory framework. Article 8 of the EU
Charter of Fundamental Rights establishes that "everyone has the right to the
protection of personal data concerning him or her," elevating data protection to
constitutional status within EU law. This framing influences how European
institutions interpret data protection obligations and balance them against other
rights and interests.

All rights reserved | Creative Commons Attribution-ShareAlike 4.0 International License 2026
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Comparative Legal Methodology

This research employs comparative legal analysis to examine how different
legal systems address similar challenges in protecting personal data. The UK
represents a common law tradition emphasising precedent, incremental
development through case law, and practical problem-solving, whilst Ukraine reflects
a civil law tradition influenced by both Soviet legal heritage and contemporary
European continental systems, emphasising systematic codification and hierarchical
legal structures.

Zweigert and Kotz's functional approach to comparative law guides this
analysis, focusing on how different legal systems solve similar problems rather than
merely comparing formal legal rules. This methodology recognises that seemingly
similar legislative provisions may operate differently within distinct institutional
contexts, legal cultures, and enforcement environments. Understanding these
contextual factors proves essential for meaningful comparison of data protection
regimes.

The UK Framewaork: Post-Brexit Evolution

The United Kingdom's modern data protection regime has evolved through
several legislative iterations, reflecting both domestic privacy concerns and
international harmonisation requirements. The Data Protection Act 1984
implemented the Council of Europe Convention 108, establishing the Data
Protection Registrar (later renamed Information Commissioner) and basic fair
processing principles. The Data Protection Act 1998 implemented the EU Data
Protection Directive, significantly expanding protection scope and individual rights.

The Data Protection Act 2018, which received Royal Assent on 23 May 2018,
represents the current primary legislation governing data protection in the United
Kingdom [4]. This comprehensive statute, consisting of seven parts and twenty-three
schedules spanning over 200 pages, serves multiple purposes: implementing the EU
GDPR (whilst the UK remained an EU member), updating provisions for law
enforcement data processing to implement the Law Enforcement Directive,
establishing a framework for intelligence services data processing, and creating
provisions for specific sectors including health research, journalism, and
immigration.

The Act works alongside the UK GDPR to create a comprehensive two-tier
framework. The UK GDPR maintains substantially equivalent provisions to the EU
GDPR but operates as independent UK legislation enforced by UK authorities. This
relationship sometimes creates complexity, as practitioners must navigate between
the primary Act and the GDPR, determining which provisions apply in particular
circumstances and how they interact.

The distinction between data controllers and processors represents a
fundamental aspect of data protection accountability under UK GDPR. Controllers
determine the purposes and means of processing and bear primary responsibility
for compliance, whilst processors act on behalf of controllers and must implement
appropriate technical and organisational measures. The European Data Protection
Board's detailed guidance on these concepts, whilst not directly binding on the UK
post-Brexit, provides interpretative framework that the ICO considers when
determining responsibility and liability [17]. This clear delineation of roles proves
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essential for enforcement actions, as seen in cases where organisations outsourced
processing operations whilst remaining accountable for security failures.
Understanding the global context of data protection also requires recognising that
regulatory frameworks operate within increasingly complex international
ecosystems. OECD research demonstrates that the digital data landscape features
diverse regulatory approaches, technological architectures, and business models
that interact across borders [18]. The UK's post-Brexit position must therefore
balance domestic regulatory autonomy with international alignment to maintain
cross-border data flows whilst protecting fundamental rights.

The Failed Reform: Data Protection and Digital Information Bill

Following extensive consultation initiated with the 'Data: A New Direction'
paper from September to November 2021, the UK government developed ambitious
plans to reform data protection law [10]. This consultation, signed by Oliver Dowden
as Secretary of State for Digital, Culture, Media and Sport, sought views on proposals
to "seize the opportunities of our new regulatory freedom" post-Brexit whilst
maintaining high data protection standards and the EU adequacy decision.

The government introduced the Data Protection and Digital Information Bill to
Parliament on 18 July 2022, subsequently re-introducing it as version "No. 2" on 8
March 2023 after the initial Bill fell when Parliament prorogued [11]. The Bill
proposed significant changes including: replacing the GDPR's accountability principle
with a more flexible approach; introducing new recognised legitimate interests for
data processing; modifying subject access request procedures; reforming the ICO's
governance structure; and creating new powers for data sharing between public
bodies.

However, the Bill failed to complete passage before Parliament was dissolved
on 30 May 2024 for general elections. This failure reflected several factors: concerns
from privacy advocates about reduced protection standards potentially jeopardising
EU adequacy; business uncertainty about implementation costs and timelines;
parliamentary time pressures; and changing government priorities. The Bill's demise
demonstrated the challenge of reforming data protection law in a contentious
political environment whilst maintaining international equivalence requirements.

Data (Use and Access) Act 2025

The newly elected Labour government introduced fresh data protection
reforms through the Data (Use and Access) Act 2025, which received Royal Assent
on 19 June 2025 and represents the most substantial reform of UK data protection
law since Brexit. Unlike its predecessor, this Act focuses on targeted reforms rather
than comprehensive restructuring, aiming to reduce regulatory burden whilst
maintaining EU adequacy and high protection standards [19].

Key provisions of the 2025 Act include:

- Recognised Legitimate Interests: The Act introduces an exhaustive list of
recognised legitimate interests for which organisations can process personal data
without applying the balancing test required under general legitimate interests
provisions. These include: crime prevention and detection; safeguarding vulnerable
individuals; internal fraud prevention; maintaining network and information security;
and ensuring the physical security of premises. This change aims to provide greater
legal certainty for common processing activities whilst maintaining appropriate
safeguards.
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- Automated Decision-Making: The Act substantially revises Article 22 UK
GDPR's restrictions on solely automated decision-making. Under the new
framework, the general prohibition applies only to automated decisions involving
special category data (such as ethnicity or health information). For decisions not
involving special category data, organisations may deploy automated decision-
making systems subject to appropriate transparency and fairness obligations,
reducing the previous regime's restrictive approach that proved burdensome for
legitimate uses of artificial intelligence and algorithmic systems.

- International Data Transfers: The Act simplifies international transfer
mechanisms by introducing new provisions for data bridge arrangements with
countries sharing equivalent protection standards. This creates a faster pathway for
approving data flows to trusted partners without full adequacy decisions, potentially
facilitating trade agreements and digital economy partnerships whilst maintaining
protection standards through contractual safeguards and oversight mechanisms.

- Children's Data Protection: Responding to concerns about age-appropriate
design and children's online safety, the Act enhances requirements for processing
children's personal data. Organisations must conduct age-appropriate design
impact assessments for services likely to be accessed by children, implement
appropriate default privacy settings, and provide clear, child-friendly privacy
information. These provisions complement the ICO's Age Appropriate Design Code
whilst creating statutory obligations.

- Smart Data Schemes: The Act establishes frameworks for smart data
schemes in regulated sectors, beginning with financial services. These schemes allow
individuals to authorise secure sharing of their data between organisations to access
better products, switch services more easily, and benefit from competition. The
framework includes robust security requirements, customer authorisation
procedures, and liability provisions.

- Most provisions will come into effect in December 2025 following a
transition period for organisations to implement necessary changes. The Act
represents a distinctly British approach to data protection reform: pragmatic, sector-
specific where appropriate, and focused on reducing unnecessary compliance
burden whilst maintaining high protection standards and international adequacy.

The Information Commissioner's Office (ICO) serves as the UK's independent
data protection authority, responsible for upholding information rights and
enforcing data protection, freedom of information, electronic communications, and
environmental information regulations. The [CO operates with substantial
independence from government, though it remains a non-ministerial government
department sponsored by the Department for Science, Innovation and Technology.

John Edwards was formally appointed as Information Commissioner by Letters
Patent on 21 December 2021, beginning his five-year term on 3 January 2022,
succeeding Elizabeth Denham who served from 2016 to 2021 [8]. Edwards, a New
Zealand lawyer who previously served as New Zealand Privacy Commissioner from
2014 to 2021, brought international experience and a pragmatic regulatory
philosophy to the role. His appointment followed an extensive recruitment process
including Parliamentary pre-appointment hearings.

Under Edwards' leadership, the ICO published 1CO25, its Strategic Plan for
2022-2025, setting out a vision focused on three strategic goals: empowering people
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to use data responsibly to achieve economic and social goals; giving people
confidence their information will be treated with respect; and becoming a world-
leading regulator [9]. The strategy emphasises a risk-based, proportionate approach
to regulation, prioritising resources toward areas of greatest harm whilst supporting
organisations in achieving compliance through guidance and advice.

The ICO's budget for 2024-25 exceeded £45 million, funded primarily through
data protection fees paid by organisations. The ICO employs approximately 650 staff
across offices in Wilmslow, London, Belfast, Cardiff, and Edinburgh, organised into
directorates covering regulatory operations, policy, technology, and corporate
services. This substantial institutional capacity enables the ICO to undertake complex
investigations, develop detailed guidance, engage internationally, and maintain
effective enforcement programs.

The ICO possesses extensive enforcement powers under UK GDPR and the
Data Protection Act 2018. These powers include: conducting investigations and
audits; issuing information notices requiring organisations to provide specified
information; issuing assessment notices requiring organisations to permit entry and
inspection of premises; issuing enforcement notices requiring organisations to take
or refrain from specified actions; and imposing administrative fines up to £17.5
million or 4% of annual global turnover, whichever is greater, for the most serious
infringements.

The ICO follows a Regulatory Action Policy that emphasises a graduated
approach to enforcement, using the least intrusive intervention necessary to achieve
compliance whilst reserving strong action for serious or deliberate non-compliance.
This policy reflects the ICO's role as both regulator and advisor, seeking to promote
good practice through education and guidance whilst demonstrating credible
deterrence through enforcement action where necessary.

Two landmark enforcement actions in October 2020 demonstrated the ICO's
approach to major data breaches and established important precedents for GDPR
enforcement in the UK.

On 16 October 2020, the ICO imposed a £20 million fine on British Airways Plc
for security failures that led to a significant data breach in 2018 [6]. The breach, which
occurred between 22 June and 5 September 2018, affected approximately 400,000
customers whose personal data, including names, addresses, payment card
numbers, and CVV codes, was harvested by attackers who had gained access to BA's
systems.

The ICO's investigation found that BA failed to implement appropriate technical
and organisational measures to protect personal data, specifically: failing to detect
the cyber-attack for more than two months; inadequate security architecture that
allowed attackers to progress from compromised user credentials to complete
network access; insufficient monitoring and intrusion detection capabilities; and
poor security hygiene including inadequate patch management and network
segmentation.

The initial Notice of Intent in July 2019 proposed a fine of £183.39 million
(approximately 1.5% of BA's 2017 worldwide turnover), which would have been the
largest GDPR penalty to date. However, the final penalty of £20 million represented
an approximately 89% reduction, reflecting several factors:
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1. Detailed Representations: BA provided extensive technical information and
legal arguments challenging aspects of the ICO's initial assessment, leading to
revisions in the ICO's analysis of the breach's scope and BA's culpability.

2. Mitigating Actions: BA took immediate steps after discovering the breach
including: notifying the 1CO promptly; providing regular updates; offering
compensation to affected individuals; implementing significant security
improvements; and cooperating fully with the investigation.

3. COVID-19 Impact: The ICO explicitly considered the economic impact of the
COVID-19 pandemic on the aviation industry, reducing the fine by £4 million to reflect
BA's significantly deteriorated financial position and the broader economic context.

4. No Financial Gain: BA did not gain any financial benefit from the breach,
distinguishing this case from deliberate non-compliance or processing for unlawful
purposes.

5. Reputational Damage: The ICO recognised that BA had already suffered
significant reputational harm and business impact from the breach and its publicity.

The case established important precedents including: cyber security failures
constitute GDPR violations even when caused by sophisticated external attacks;
organisations must implement appropriate security measures proportionate to their
size, profile, and likelihood of being targeted; COVID-19 impacts may be considered
in penalty assessments; and organisations' cooperation and remedial actions
significantly affect final penalties.

On 30 October 2020, the ICO issued an £18.4 million fine to Marriott
International Inc for security failures related to a prolonged cyberattack that affected
an estimated 339 million guest records globally [7]. The breach originated in 2014
when attackers compromised Starwood Hotels' systems, but remained undetected
until September 2018, approximately two years after Marriott acquired Starwood in
September 2016.

The attack exposed various categories of personal data including guest names,
email addresses, phone numbers, passport numbers (18.5 million encrypted),
payment card details (9.1 million encrypted), and guest stay information. For
approximately 30.1 million records, the individuals were EEA residents, with about 7
million UK residents affected.

The ICO's investigation found that Marriott failed to implement appropriate
technical and organisational measures, specifically: insufficient due diligence during
the Starwood acquisition to identify the ongoing breach; failure to implement
adequate security measures post-acquisition; insufficient monitoring and intrusion
detection; and delayed discovery of the compromise despite warning signs.

The initial Notice of Intent in July 2019 proposed a fine of £99.2 million. The
final penalty of £18.4 million represented approximately an 81% reduction,
reflecting: detailed representations from Marriott including technical analysis of the
sophisticated attack; the fact that the breach originated before GDPR's enforcement
date (though continued after); Marriott's cooperation with the investigation;
improvements implemented post-discovery; the economic impact of COVID-19 on
the hospitality industry; and the absence of financial gain from the breach.

The Marriott case established important precedents for: acquirer liability for
pre-existing breaches in acquired companies; the need for adequate due diligence
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in mergers and acquisitions to identify data protection risks; post-acquisition
obligations to implement appropriate security measures even for legacy systems;
and the fact that outsourcing security to third-party consultants does not reduce the
data controller's responsibility for GDPR compliance.

Both cases remain significant as they represent the only GDPR penalties
exceeding £10 million issued by the ICO to date, demonstrating the regulator's
willingness to impose substantial fines for serious security failures whilst also
showing flexibility in considering mitigating circumstances and economic context.
Both organisations paid their fines in full and implemented significant security
improvements following the enforcement actions.

International Data Transfers and Adequacy

Post-Brexit, the UK developed its own framework for international data
transfers, largely mirroring EU mechanisms whilst asserting regulatory
independence. The UK recognises EU member states and other countries with EU
adequacy decisions as having adequate data protection, enabling free data flow. For
countries without adequacy, organisations must implement appropriate safeguards
such as standard contractual clauses.

On 2 February 2022, the Secretary of State issued the International Data
Transfer Agreement (IDTA) and the Addendum to EU Standard Contractual Clauses
under Section 119A of the Data Protection Act 2018, following consultation and
Parliamentary approval. These instruments, which came into force on 21 March
2022, provide mechanisms for UK organisations to transfer personal data
internationally whilst ensuring appropriate safeguards.

The IDTA represents a distinctively British approach to international transfer
mechanismes, differing from EU Standard Contractual Clauses in structure and style.
It uses plain English drafting rather than legal formalism, consolidates various
transfer scenarios into a single agreement rather than modular clauses, and
incorporates UK-specific requirements and terminology. The Addendum allows
organisations to continue using EU SCCs for UK transfers by appending UK-specific
provisions.

The UK has granted its own adequacy decisions to several countries, beginning
with EU member states and continuing with jurisdictions including South Korea,
Switzerland, and others. These decisions reflect the UK's independent assessment
of protection standards, though in practice the UK tends to follow EU adequacy
determinations closely to maintain regulatory alignment and support business
operations.

The Ukrainian Framework: European Integration and National Identity

Ukraine's data protection regime is founded on Article 32 of the Constitution
of Ukraine, adopted in 1996 and amended in 2020 [12]. Article 32 provides
comprehensive privacy protection, stating: "No one shall be subject to interference
in his or her personal and family life, except in cases envisaged by the Constitution
of Ukraine." The article specifically prohibits collecting, storing, using, and
disseminating confidential information about a person without his or her consent,
except in cases determined by law and only in the interests of national security,
economic welfare, and human rights.

Article 32 further guarantees every citizen the right to examine information
about themselves that is not a state or other secret protected by law; to demand
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correction of untrue information; and to demand deletion of any information, as well
as the right to compensation for material and moral damages inflicted by the
collection, storage, use, and dissemination of incorrect information. These
constitutional provisions create strong formal protection but require implementing
legislation to be practically effective.

The primary legislative instrument is the Law of Ukraine "On Personal Data
Protection” (Law Ne 2297-VI), adopted on 1 June 2010 and entering into force on 1
January 2011 [13]. This law, consisting of eight chapters and forty-one articles,
established Ukraine's first comprehensive data protection framework, defining key
concepts, establishing processing principles, outlining data subject rights, and
Creating an oversight mechanism.

The law's adoption reflected Ukraine's commitments under the Council of
Europe Convention 108, which Ukraine signed in 2010 and ratified in 2010,
becoming the first post-Soviet state to ratify this convention. The law drew inspiration
from European models but adapted them to Ukrainian legal traditions and
institutional capacities. Key provisions include requirements for data controller
registration, consent requirements for processing, data subject rights to access and
correction, and restrictions on cross-border transfers.

However, Law Ne 2297-VI predated the EU GDPR and reflected an earlier
generation of data protection thinking. The law contains gaps and ambiguities
compared to contemporary standards: it lacks clear legal bases for processing
beyond consent; provides insufficient guidance on security obligations; contains
limited provisions on automated decision-making and profiling; and establishes
relatively weak enforcement mechanisms and penalties. These limitations have
increasingly constrained Ukraine's ability to meet European integration
commitments and protect individuals in the digital economy.

European Integration Path and Association Agreement

The Association Agreement between Ukraine and the European Union, with
political chapters signed on 21 March 2014 and economic chapters (including the
Deep and Comprehensive Free Trade Area) signed on 27 June 2014, marks a
watershed moment in Ukraine-EU relations [14]. The Agreement entered into
provisional application from 1 January 2016 and full force from 1 September 2017
following ratification by all EU member states.

Chapter III of the Agreement, titled "Justice, Freedom and Security," includes
Article 14 on personal data protection. This article requires the Parties to "cooperate”
in ensuring an adequate level of protection of personal data in accordance with the
highest European and international standards, including those of the Council of
Europe. Article 14 specifically requires Ukraine to approximate its legislation to EU
legislation on personal data protection, listing the Data Protection Directive 95/46/EC
(later replaced by GDPR) and related instruments.

The Association Agreement creates binding obligations for Ukraine to align its
data protection regime with EU standards, subject to monitoring and enforcement
through the Association Agreement's institutional mechanisms. This commitment
reflects both Ukraine's European aspirations and practical necessity, as inadequate
data protection could create barriers to digital trade, cross-border data flows, and
integration with European digital services.
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The Agreement also establishes Association bodies including the Association
Council and Association Committee, which monitor implementation progress. The
European Union has consistently raised data protection reform as a priority area in
these forums, linking progress to broader assessments of Ukraine's reform efforts
and European integration trajectory.

Legislative Reform Efforts: Clarifying the 2020-2021 Period

Contrary to some reports, Ukraine did not implement major amendments to
Law Ne 2297-VI during the 2020-2021 period. This clarification is important for
understanding Ukraine's actual reform timeline and the challenges facing GDPR
harmonisation efforts.

The most substantial amendments to the primary data protection law
occurred in 2012-2014, particularly through Law Ne 383-VII of 3 July 2013 "On
Amendments to Certain Legislative Acts of Ukraine Regarding Improving the System
of Personal Data Protection," which entered into force on 1 January 2014. These
amendments strengthened certain provisions, introduced criminal liability for data
protection violations, and enhanced the role of the Ukrainian Parliament
Commissioner for Human Rights in data protection oversight.

During 2020-2021, several developments occurred regarding data protection,
but not major legislative amendments to Law Ne 2297-VI:

- Council of Europe Engagement: In January 2020, Council of Europe experts
met with members of the Ukrainian Parliament and relevant ministries in Strasbourg
to discuss concepts for new data protection legislation harmonised with GDPR and
Convention 108+. These technical assistance meetings helped Ukrainian legislators
understand GDPR requirements and develop drafting approaches, but did not result
in enacted legislation during this period.

- Sector-Specific Laws: Parliament adopted several sector-specific laws
touching data protection aspects, most notably the Law "On Stimulating the
Development of the Digital Economy in Ukraine" adopted on 15 July 2021. This law
created the "Diia City" special legal regime for IT companies, including specific
provisions on personal data processing for participants. However, this law did not
amend the general data protection framework under Law Ne 2297-VI.

- COVID-19 Emergency Measures: The government adopted temporary
measures allowing processing of certain types of health-related data without
standard consent requirements for pandemic response purposes. These emergency
provisions, justified under public health exemptions, permitted contact tracing,
vaccination certificate systems, and health monitoring, but expired with the state of
emergency declarations.

- Reform Planning: Various draft concepts and working documents on GDPR
harmonisation circulated among government agencies, civil society organisations,
and international technical assistance providers during this period. However, none
of these materials progressed to formal legislative proposals submitted to
Parliament during 2020-2021.

The absence of major legislative action during 2020-2021 reflected several
factors: Parliament's focus on other reform priorities including judicial reform, anti-
corruption measures, and oligarch regulation; institutional capacity limitations in
drafting complex harmonisation legislation; political instability and government
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changes; and resource constraints affecting legislative drafting support. Additionally,
the COVID-19 pandemic disrupted normal legislative processes and shifted priorities
toward immediate crisis management.

Draft Law Ne 8153: The primary GDPR harmonisation effort materialised
through draft Law Ne 8153 "On Personal Data Protection," submitted to Parliament
in October 2022 (not during 2020-2021 as some sources incorrectly state) [21]. This
comprehensive draft, developed with extensive Council of Europe technical
assistance, proposes to replace Law Ne 2297-VI with legislation fully harmonised with
GDPR and Convention 108+ [21].

The draft law passed first reading on 20 November 2024, representing
significant progress after two years of Parliamentary consideration. However, it now
awaits second reading, where detailed amendments will be debated and
incorporated [21]. The timeline for final adoption remains uncertain, complicated by
ongoing war circumstances, Parliamentary workload, and the technical complexity of
the legislation requiring careful review of hundreds of potential amendments.

Key provisions of draft Law Ne 8153 include: comprehensive alignment with
GDPR principles and provisions; expanded legal bases for processing beyond
consent; detailed obligations for data controllers and processors; enhanced data
subject rights including portability; requirements for data protection impact
assessments; provisions on cross-border transfers; establishment of an
independent data protection authority; and significantly increased penalties for
violations [21].

Current Enforcement Regime and Penalties

The current enforcement regime under Article 188-39 of the Code of Ukraine
on Administrative Offences provides for significantly lower penalties than EU GDPR
equivalents [20]. Critical correction required: Previous versions of this analysis
contained a calculation error regarding penalty amounts. The correct penalties are:

For individuals (natural persons):

« Part 1 (first violation): 100-200 NTMIC
Calculation: 100-200 x 17 UAH = 1,700-3,400 UAH

» Part 2 (failure to comply with the Ombudsperson'’s lawful demands): 200-300
NTMIC
Calculation: 200-300 x 17 UAH = 3,400-5,100 UAH

» Part 3 (repeat within one year of Part 1 or Part 2): 300-500 NTMIC
Calculation: 300-500 x 17 UAH = 5,100-8,500 UAH

+ Part 4 (violation causing unlawful access / infringement of data subject’s
rights): 100-500 NTMIC
Calculation: 100-500 x 17 UAH = 1,700-8,500 UAH

« Part 5 (repeat within one year of Part 4): 1,000-2,000 NTMIC
Calculation: 1,000-2,000 x 17 UAH = 17,000-34,000 UAH [20].

These calculations use the fixed non-taxable minimum of 17 hryvnias
established in 1996 under the Tax Code of Ukraine for administrative penalty
calculations. This figure differs substantially from the tax social benefit (currently
1,514 hryvnias in 2025, equal to 50% of the minimum subsistence level for able-
bodied persons), which is used for other purposes including qualifying thresholds
for certain offences but not for calculating administrative penalties.
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The use of the 17 hryvnia figure reflects legislative inertia: when Ukraine
transitioned from Soviet-era regulations, lawmakers fixed this amount to prevent
penalties from becoming meaningless through inflation whilst debates continued
about comprehensive penalty reform. Nearly three decades later, this anachronistic
figure remains in force, resulting in penalties that are negligible for most violations
and provide minimal deterrent effect.

To illustrate the enforcement gap: the maximum possible penalty under
current Ukrainian law (34,000 hryvnias or approximately $820) equals approximately
0.0047% of the UK ICO's maximum £20 million British Airways penalty. Even
adjusting for economic differences and company size, this represents an enormous
disparity in enforcement capacity and deterrent effect [20].

Draft Law Ne 8153 proposes transformative changes to this enforcement
regime. Under the proposed framework, penalties would align with GDPR levels:

- For most serious violations: up to 150 million hryvnias or 8% of annual
turnover, whichever is greater

- For less serious violations: up to 75 million hryvnias or 4% of annual
turnover

- These amounts represent potential increases of 4,400-fold and 2,200-fold
respectively compared to current maximum penalties [21].

The Ukrainian Parliament Commissioner for Human Rights serves as the
primary data protection oversight body, though enforcement mechanisms remain
significantly less developed compared to EU member states or the UK [16]. The
Ombudsperson's office operates with limited budget and staff dedicated to data
protection functions, relying primarily on complaints received from individuals and
conducting occasional proactive reviews. The office issues recommendations and
can refer matters to law enforcement or administrative authorities for potential
penalties, but lacks direct fine-imposing authority.

Institutional Capacity and Implementation Challenges

Ukraine faces substantial challenges in implementing effective data protection
regulation beyond legislative text. These challenges include:

- Limited Regulatory Capacity: Current oversight mechanisms lack the
institutional capacity, technical expertise, and resources needed for effective data
protection supervision. The Ombudsperson's office, while performing valuable work,
cannot replicate the functions of specialised data protection authorities in EU
member states or the UK ICO.

- Enforcement Weakness: Low penalty levels combined with limited
enforcement actions create minimal deterrent effect. Many organisations,
particularly large international companies and digital platforms, face little practical
consequence for non-compliance with current requirements.

- Low Awareness: Public awareness of data protection rights remains limited,
reducing demand-side pressure for compliance. Many individuals do not understand
their rights or how to exercise them, limiting the effectiveness of complaint-based
oversight mechanisms.

- Resource Constraints: Ukraine's economic challenges, exacerbated by
ongoing war, limit resources available for regulatory development, staff training,
technology infrastructure, and other capacity-building needs.
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- War Impact: Russia's full-scale invasion since February 2022 has disrupted
all aspects of governance and public administration, diverting resources to defence
and immediate humanitarian needs whilst creating additional data protection
challenges related to displaced persons, occupied territories, and wartime data
processing.

Despite these challenges, Ukraine has made progress in certain areas:
developing digital government services through the Diia platform whilst
incorporating privacy-by-design principles; engaging with civil society organisations
advocating for stronger data protection; participating in international capacity-
building programs with the Council of Europe and EU; and maintaining momentum
on draft Law Ne 8153 despite difficult circumstances.

Comparative Analysis: Divergence and Convergence

Both the UK and Ukraine share commitment to fundamental data protection
principles derived from international standards, particularly the Council of Europe
Convention 108 and its modernised version Convention 108+ [15]. These shared
principles include:

1. Lawfulness and Fairness: Processing must have legal basis and be
conducted fairly toward data subjects. Both jurisdictions require organisations to
identify and rely on specific lawful bases for processing (though they differ in how
they define and apply these bases). Fairness encompasses obligations to process
data in ways that data subjects would reasonably expect and that do not cause
unjustified adverse effects.

2. Purpose Limitation: Personal data must be collected for specified, explicit,
and legitimate purposes and not further processed in a manner incompatible with
those purposes. This principle prevents "mission creep" where data collected for one
purpose is repurposed without appropriate legal basis or data subject awareness.
Both jurisdictions recognise exceptions for compatible purposes such as research
and archiving in the public interest, subject to appropriate safeguards.

3. Data Minimisation: Only data adequate, relevant, and limited to what is
necessary for the specified purposes should be processed. This principle challenges
common organisational tendencies toward maximal data collection "just in case" and
requires organisations to carefully consider what data they actually need.
Implementation requires regular review of data processing activities to eliminate
unnecessary collection and retention.

4. Accuracy: Organisations must ensure data accuracy and take reasonable
steps to update or erase inaccurate data. This principle reflects both fairness to
individuals and practical need for accurate information in decision-making. It
requires organisations to implement processes for verification, correction, and
updating of personal data, particularly when used for significant decisions affecting
individuals.

5. Storage Limitation: Data should be retained only as long as necessary for
the specified purposes. Both jurisdictions require organisations to establish
retention periods and procedures for secure deletion or anonymisation when data
is no longer needed. This principle conflicts with organisational tendencies toward
indefinite retention and requires active data lifecycle management.

6. Integrity and Confidentiality: Appropriate technical and organisational
measures must protect against unauthorised or unlawful processing and accidental
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loss, destruction, or damage. This security principle requires risk-based approaches
considering the nature of data processed, potential consequences of breaches, and
available protective measures. Both jurisdictions recognise that security is not
absolute but must be appropriate in the circumstances.

These shared principles reflect international consensus on core data
protection requirements. However, their implementation differs significantly
between jurisdictions, reflecting distinct legal traditions, institutional capacities, and
enforcement philosophies.

Key Differences in Approach and Implementation

The UK approaches data protection through its common law tradition,
emphasising:

- Pragmatic Application: Focus on practical problem-solving and specific
situations rather than abstract principles

- Case Law Development: Incremental refinement through judicial decisions
and regulatory enforcement actions that establish precedents

- Regulatory Guidance: Extensive guidance from the ICO providing detailed
practical advice on compliance

- Risk-Based Flexibility: Emphasis on proportionate approaches that consider
organisational context and risk levels

Ukraine's civil law tradition, influenced by both European continental systems
and Soviet legal heritage, emphasises:

- Systematic Codification: Preference for comprehensive legislative texts
establishing clear hierarchical rules

- Formal Requirements: Greater emphasis on procedural compliance and
formal registration or notification obligations

- Administrative Law Framework: Integration of data protection within
broader administrative law systems including standardised penalty regimes

- Limited Role for Precedent: Lesser weight given to specific cases compared
to formal legislative provisions

- These fundamental differences in legal methodology affect how data
protection operates in practice, even when formal rules appear similar. For example,
the UK's risk-based approach allows tailored implementation based on
organisational circumstances, whilst Ukraine's more formal approach tends toward
standardised requirements regardless of context.

The enforcement capacity gap between jurisdictions is perhaps the most
conseqguential difference:

UK Enforcement Infrastructure:

- Independent data protection authority (ICO) with annual budget exceeding
£45 million

- Approximately 650 professional staff including technical specialists, lawyers,
and investigators

- Power to impose fines up to £17.5 million or 4% of global turnover

- Demonstrated willingness to impose substantial penalties (£20 million
British Airways, £18.4 million Marriott)

- Comprehensive investigation capabilities including compulsory information
powers
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- Regular proactive audits and assessments of high-risk sectors

- Published enforcement action policy providing transparency and
consistency

Ukrainian Enforcement Infrastructure:

- Data protection oversight integrated within Ombudsperson's office
alongside broader human rights mandate

- Limited dedicated staff and budget for data protection functions

- Current maximum penalty of 34,000 hryvnias (approximately $820 USD)

- Limited enforcement actions and minimal deterrent effect from low
penalties

- Primarily reactive complaint-based approach due to resource constraints

- Limited technical capacity for investigating complex data processing
operations

- Dependence on other authorities for penalty imposition

This capacity gap affects not only direct enforcement but also compliance
incentives, public awareness, and organisational data protection cultures. UK
organisations face credible regulatory scrutiny with meaningful consequences for
non-compliance, whilst Ukrainian organisations face minimal practical risk from
current enforcement mechanisms (though this may change if draft Law Ne 8153
passes) [21].

Reform Trajectories: Divergence vs. Convergence

The UK and Ukraine are moving in opposite directions regarding relationship
with EU data protection standards:

UK Divergence: Following Brexit, the UK has pursued regulatory autonomy
whilst maintaining substantial equivalence with EU GDPR to preserve adequacy. The
Data (Use and Access) Act 2025 represents a distinctly British approach: reducing
perceived unnecessary regulatory burden; creating flexibility for beneficial
innovations like artificial intelligence; simplifying requirements for lower-risk
processing; whilst maintaining high protection standards for fundamental rights [19].
This trajectory balances international trade interests (requiring adequacy), domestic
innovation priorities, and practical compliance concerns.

Ukrainian Convergence: Ukraine follows a path toward full GDPR alignment
through draft Law Ne 8153, implementing EU standards more comprehensive than
current law requires. This reflects: European integration commitments under the
Association Agreement; practical necessity for cross-border data flows with EU;
technical assistance and capacity building from European institutions; and desire to
demonstrate reform progress as part of EU accession aspirations. Ukraine
essentially seeks to adopt the European model wholesale rather than adapting it to
national circumstances.

These divergent trajectories reflect fundamentally different geopolitical
positions: the UK as a former EU member asserting post-Brexit independence whilst
maintaining partnership, versus Ukraine as an EU candidate seeking to demonstrate
alignment and readiness for membership. Data protection policy becomes
embedded in these broader narratives of national identity and international
positioning.
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Geopolitical Context and International Relations

Brexit fundamentally shapes UK data protection policy in ways that complicate
simple comparisons:

UK Balancing Act: The UK must balance multiple competing considerations:

- EU Adequacy: Maintaining adequacy decision validity requires substantial
equivalence with EU standards, limiting divergence options

- Trade Agreements: Negotiations with United States, India, and others
include data flow provisions that may require regulatory adjustments

- Domestic Innovation: Technology sector pressure for reduced compliance
burden and regulatory flexibility

- Public Trust: Maintaining public confidence in data protection to support
digital economy and government services

- International Leadership: Positioning the UK as a global data protection
leader and credible alternative to EU model

Ukraine's reform efforts occur within different but equally complex geopolitical
circumstances:

EU Integration Priority: Data protection reform represents one component of
comprehensive approximation to EU acquis required for membership. Progress
signals broader reform commitment and strengthens Ukraine's negotiating position
regarding accession timeline.

War Context: Russia's invasion creates immediate data protection challenges
including: protecting data of internally displaced persons; ensuring secure digital
government systems under cyberattack; maintaining data protection standards
whilst implementing wartime measures; and preventing misuse of personal data in
occupied territories.

International Support: European and other international partners provide
technical assistance, capacity building, and political support for reforms as part of
broader support packages. This creates positive incentives for alignment but also
dependencies on external expertise.

Digital Sovereignty: For Ukraine, data protection intersects with broader
questions of digital sovereignty and resilience. Strong data protection helps protect
against external interference, surveillance, and information warfare whilst building
trusted digital infrastructure.

These geopolitical contexts mean that data protection policy cannot be
understood purely through technical legal analysis but must be situated within
broader narratives of national development, international relations, and security
considerations.

Practical Implications for Individuals and Organisations

The comparative analysis reveals significant practical differences in how data
protection operates:

For Individuals:

- UK: Strong formal rights backed by credible enforcement, high awareness,
accessible complaint mechanisms, realistic prospects of redress

- Ukraine: Strong formal rights in draft law but weak enforcement, lower
awareness, limited practical redress mechanisms, minimal deterrence for violations
[21].
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For Organisations:

- UK: Substantial compliance obligations requiring significant investment,
credible regulatory scrutiny, need for ongoing adaptation to regulatory evolution

- Ukraine: Currently limited practical compliance pressure despite formal
requirements, significant change anticipated if new law passes [21]

For International Data Flows:

- UK. EU adequacy enables continued flows with EEA, but sunset clause
Creates uncertainty; developing separate adequacy and transfer arrangements with
other partners

- Ukraine: No EU adequacy decision; relies on standard contractual clauses
or other safeguards for transfers; GDPR alignment may eventually enable adequacy

Conclusions and Future Perspectives

This comparative analysis reveals that whilst the United Kingdom and Ukraine
share commitment to fundamental data protection principles derived from
international standards and European traditions, their post-2020 trajectories reflect
profoundly different legal traditions, economic contexts, geopolitical positions, and
institutional capacities.

The UK has pursued regulatory autonomy post-Brexit through the Data (Use
and Access) Act 2025, the most substantial reform of UK data protection law since
leaving the European Union [19]. This legislation demonstrates a distinctly British
approach to data protection: pragmatic, focused on reducing unnecessary burden,
creating flexibility for innovation, whilst maintaining high protection standards and
international adequacy. The UK's mature regulatory infrastructure, exemplified by
the ICO's substantial budget, professional capacity, and demonstrated enforcement
effectiveness through actions like the £20 million British Airways penalty and £18.4
million Marriott International fine, enables sophisticated risk-based regulation that
balances multiple competing interests.

However, the UK faces ongoing challenges including: maintaining EU adequacy
beyond the June 2025 renewal; managing tensions between divergence for domestic
innovation and equivalence for international partnership; adapting regulation to
emerging technologies including artificial intelligence, biometric processing, and
algorithmic systems; and maintaining public trust in data protection as digital
transformation accelerates across all sectors.

Ukraine continues progressive alignment with EU standards through draft Law
Ne 8153, passed first reading on 20 November 2024 and proposing transformative
reforms including maximum penalties up to 150 million hryvnias or 8% of annual
turnover - representing a potential 4,400-fold increase compared to current
maximum penalties of 34,000 hryvnias (approximately $820) [20]. This legislative
effort reflects Ukraine's European integration commitments under the 2014
Association Agreement and practical necessity for credible data protection to enable
digital economy development and cross-border data flows.

Yet Ukraine faces substantial implementation challenges beyond legislative
text. Current enforcement remains significantly underdeveloped compared to
European equivalents, with the Ombudsperson's office lacking the institutional
capacity, resources, and powers of specialised data protection authorities [21]. The
research demonstrates that effective data protection requires not only appropriate
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legislation but also: robust enforcement infrastructure with adequate budget and
professional staff, meaningful penalties that create genuine deterrence; public
awareness of rights and compliance obligations; organisational data protection
cultures embedding privacy considerations into business practices; and political
commitment to prioritising data protection within broader reform agendas.

The war context further complicates Ukraine's reform implementation.
Russia's full-scale invasion since February 2022 has disrupted governance, diverted
resources to defence and humanitarian priorities, created additional data protection
challenges for displaced persons and wartime processing, whilst simultaneously
demonstrating the critical importance of digital resilience and data protection
against external interference and information warfare.

Looking forward, several developments merit attention:

UK Adequacy Renewal: The European Commission must decide whether to
renew the UK adequacy decision by June 2025. The Data (Use and Access) Act 2025's
reforms will be scrutinised to determine whether they maintain sufficient
equivalence. While renewal appears likely given continued substantial similarity to
GDPR, the review creates uncertainty and may impose constraints on future UK
divergence.

Ukraine EU Membership: Ukraine's EU membership aspirations create strong
incentives for GDPR alignment regardless of immediate implementation capacity.
However, the gap between legislative text and practical enforcement will require
sustained attention during accession negotiations. The European Commission may
require demonstrated effectiveness, not merely formal alignment, before granting
membership or adequacy [21].

Emerging Technologies: Both jurisdictions must adapt regulation to address
challenges from artificial intelligence, biometric surveillance, Internet of Things, and
other emerging technologies that were not envisaged when current frameworks
were designed. The UK's flexible approach may enable faster adaptation, whilst
Ukraine's comprehensive reform provides opportunity to incorporate contemporary
issues into fundamental legislation.

Global Data Governance: The UK-Ukraine comparison reflects broader global
fragmentation in data governance, with different regulatory models competing for
influence. The UK represents a post-Brexit "third way" between EU and US
approaches, whilst Ukraine exemplifies comprehensive EU alignment by non-
member states. These different pathways contribute to ongoing debates about
whether convergence toward international standards or legitimate diversity in
regulatory approaches better serves global digital economy needs.

Cross-Border Enforcement: Neither the UK nor Ukraine can effectively regulate
global digital platforms unilaterally. International cooperation mechanisms, bilateral
arrangements, and multilateral frameworks will prove essential for addressing cross-
border data protection challenges. The UK's Brexit departure complicates
cooperation with EU enforcement authorities, whilst Ukraine's developing
infrastructure limits its capacity to participate effectively in international
enforcement networks.

The comparative analysis presented in this paper contributes to
understanding how different legal systems adapt international data protection
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standards to specific contexts. The findings challenge simplistic assumptions that
similar legislative texts produce similar outcomes, demonstrating instead that legal
tradition, institutional capacity, geopolitical context, and enforcement resources
fundamentally shape how data protection operates in practice.

For policymakers and reformers, the research suggests that successful data
protection requires holistic approaches addressing not only legislative frameworks
but also institutional development, resource allocation, capacity building, public
awareness, and sustained political commitment. Legislative harmonisation alone
proves insufficient without corresponding investment in enforcement infrastructure
and organisational capabilities.

For scholars and researchers, the UK-Ukraine comparison illuminates how
Brexit, European integration, war, and institutional capacity interact to shape
regulatory developmentin complex ways that resist deterministic predictions. Future
research should examine these jurisdictions' continued evolution, particularly UK
adequacy renewal outcomes, Ukraine's implementation of reformed legislation if
enacted, and broader implications for data protection in jurisdictions navigating
between different regulatory spheres in an increasingly multipolar global digital
governance landscape [21].
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